This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 



Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 



BLACK BORDERS 

TEXT CUT OFF AT TOP, BOTTOM OR SIDES 
FADED TEXT 
ILLEGIBLE TEXT 
SKEWED/SLANTED IMAGES 
COLORED PHOTOS 

BLACK OR VERY BLACK AND WHITE DARK PHOTOS 
GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



IC CARD AND DEVICE FOR INSERTING THE SAME 



Patent number: 
Publication date: 
Inventor: 
Applicant: 

Classification: 

- international: 

- european: 
Application number: 

Priority number(s): 



JP1 11 84992 
1999-07-09 
YAMAKITA TORU 
CASIO COMPUT CO LTD 

G06K17/00; G06T7/00; G06K19/10; G06K19/07 

JP1 9970354268 19971224 



Abstract of JP11 184992 
PROBLEM TO BE SOLVED: To attain 
improvement in security by judging whetiier an 
IC card is used by an authorized user or not 
while using a fingerprint pattern. 
SOLUTION: A memory 1 1 is provided with a 
fingerprint pattern storage part 1 2 as a ROM 
area for storing the fingerprint pattern of a 
prescribed finger of the card user. A pattern 
detecting part 2 detects the rugged surface of 
an object pressed onto its surface. A collation 
part 1 6 of a CPU 1 5 is provided by executing 
one part of a program and collates the 
fingerprint pattern stored in the fingerprint 
pattern storage part 12 with the fingerprint 
pattern of the card user read by the pattern 
detecting part 2. Thus, the IC card itself judges 
whether a person to use the IC card is the 
authorized user or not and reports the judged 
result to a main body device. When the IC card 
is used by a person, who is not an authorized 
user (illegally used), the main body device 
Inhibits processing based on that IC card. 
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[SCOPE OF CLAIMS] 

[CLAIM 1] An IC card comprising: 

detecting means for detecting a pattern on a surface of 
an object; 

storing means for storing a fingerprint pattern; and 

comparing means for comparing a fingerprint pattern 
detected by said detecting means against the fingerprint 
pattern stored in said storing means, and for outputting the 
result of said comparison, wherein 

said IC card is inserted into an apparatus which, based 
on the result of said comparison output from said comparing 
means, makes a decision as to whether processing should be 
permitted or not. 

[CLAIM 2] An IC card as claimed in claim 1, wherein 
said comparing means continues to output the result of said 
comparison for a predetermined period. 

[CLAIM 3] An IC card comprising: 

detecting means for detecting a pattern on a surface of 
an object; 

storing means for storing a fingerprint pattern; and 

output means for outputting a fingerprint pattern 
detected by said detecting means and the fingerprint pattern 
stored in said storing means, wherein 

said IC card is inserted into an apparatus which 
compares said fingerprint patterns output from said output 
means and thereby makes a decision as to whether processing 
should be permitted or not. 

[CLAIM 4] An apparatus into which an IC card is 
inserted, wherein said apparatus permits processing to be 
performed based on said IC card when a notification is 
received from said IC card notifying that a fingerprint 
pattern prestored in said IC card and a fingerprint pattern 
detected by said IC card have been found to match each other 
as a result of a comparison between said two fingerprint 
patterns . 

[CLAIM 5] An apparatus as claimed in claim 4, wherein 
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when a result obtained by evaluating the degree of similarity 
between said two fingerprint patterns based on a plurality of 
levels is output as the result of said comparison from said 
IC card, then depending on the degree of similarity said 
apparatus permits processing to be performed based on said IC 
card, or requests a user password and permits processing to 
be performed based on said IC card when a legitimate password 
has been entered in response to said request, or prohibits 
processing to be performed based on said IC card. 

[CLAIM 6] An apparatus into which an IC card is 
inserted, comprising: 

receiving means for receiving from said IC card a 
fingerprint pattern prestored in said IC card and a 
fingerprint pattern detected by said IC card; and 

comparing means for comparing said two fingerprint 
patterns, and for permitting processing to be performed based 
on said IC card when said fingerprint patterns match each 
other . 

[CLAIM 7] An apparatus as claimed in claim 6, wherein 
said comparing means evaluates the degree of similarity 
between said two fingerprint patterns using a plurality of 
levels and, depending on the degree of similarity, permits 
processing to be performed based on said IC card, or requests 
a user password and permits processing to be performed based 
on said IC card when a legitimate password has been entered 
in response to said request, or prohibits processing to be 
performed based on said IC card. 

[Problem to be solved by the invention] Currently, passwords 
are the most commonly used means to protect various kinds of 
cards (including IC cards) against illegal use by persons 
other than the authorized ones. Password protection, 
however, requires the user of each card to memorize the 
password; in particular, if the user has a large number of 
cards, the burden on the user increases. Furthermore, 
passwords carry the risk of leakage. 

[0006] It is an object of the present invention to solve the 
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above problem and to provide an IC card and an apparatus into 
which the IC card is inserted, that can ensure high security 
while reducing the burden on the user side. 

[Embodiments of the Invention] Embodiments of the present 
invention will be described below with reference to the 
drawings. Figures 1(a) and 1(b) are external views showing 
an IC card according to the embodiments of the invention. 
The IC card 1 is a card- type device used, for example, for 
accessing a bank account, for paying for purchased goods, for 
unlocking a door lock, or for activating various kinds of 
apparatuses. A pattern detector 2 is provided in a portion 
of the surface of the IC card 1. The pattern detector 2 has 
the function of detecting a surface pattern (ridge pattern, 
etc.) on an object contacted thereon, and is used in the 
embodiments of the invention to read the fingerprint pattern 
of a card user. 

[0013] When using the IC card 1, the card user first turns a 
switch on, and then presses the predesignated finger onto the 
pattern detector 2. In the example shown in Figure 1(a), the 
user presses the index finger of his right hand onto the 
pattern detector 2. When pressing the predesignated finger 
onto the pattern detector 2, it is desirable to hold the IC 
card 1 between the index finger and the thumb (as shown in 
Figure 1(b)) so that the fingerprint pattern can be reliably 
detected. 

[0014] The fingerprint pattern of the user's predesignated 
finger (in the example shown in Figure 1, the index finger of 
his right hand) is prestored in the IC card 1. In first and 
second embodiments hereinafter described, the IC card 1 
compares the fingerprint pattern detected by the pattern 
detector 2 against the prestored fingerprint pattern, and 
outputs the result of the comparison. In a third embodiment, 
the IC card 1 outputs the prestored fingerprint pattern and 
the fingerprint pattern detected by the pattern detector 2 to 
the main apparatus into which the card has been inserted, and 
the main apparatus compares the fingerprint patterns. In 
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each embodiment, when the two fingerprint patterns match, the 
main apparatus permits processing (including an access using 
the IC card 1) to be performed based on the IC card 1, and 
thereafter data are transferred between them. 
Embodiment 1 

The first embodiment concerns a configuration in which 
the IC card is provided with the fingerprint matching 
function, 

[0015] Figure 2 is a diagram showing the configuration of 
the IC card 10 according to the first (and second) 
embodiment. A memory 11 is a ROM area, and includes therein 
a fingerprint pattern storing part 12 in which the 
fingerprint pattern of the predesignated finger of the card 
user is stored. The fingerprint pattern is stored, for 
example, when the card is issued to the user. A program, 
etc. describing flowchart procedures to be described later is 
also stored in the memory 11. A memory 13 is a RAM area in 
which a personal data storing part 14 for storing personal 
information of the card user is provided in addition to an 
area used when executing the program. If the IC card 10 is, 
for example, an electronic wallet used in an electronic money 
system, the personal data storing part 14 stores such 
information as the "amount of money remaining in the wallet." 
The personal data storing part 14 is provided in a 
nonvolatile memory area. 

[0016] The pattern detector 2 is a device for detecting 
ridges on the surface of an object pressed onto the detector 
surface, and is made thin enough to be incorporated into the 
IC card, which was made possible due to advances in 
miniaturization technology. The pattern detector 2 includes, 
for example, a light source and a two-dimensional 
photosensor, and a large number of light detecting elements 
forming the photosensor output in parallel or serial form the 
electric current values or voltage values corresponding to 
their respectively detected light levels. The applicant of 
the present invention previously filed a patent application 
for a reading device that is sufficiently thin and yet 
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capable of detecting a ridge pattern on the surface of an 
object with high accuracy (Japanese Patent Application No. 
H09-222018) . 

[0017] A CPU 15 executes the program stored in the memory 
11. The CPU 15 includes a comparing part 16. The comparing 
part 16 is implemented by executing a portion of the program, 
and compares the card user's fingerprint pattern read by the 
pattern detector 2 against the fingerprint pattern stored in 
the fingerprint pattern storing part 12. An input /output 
part 17 transfers data to and from the main apparatus into 
which the IC card 10 has been inserted. A timer 18 is 
activated by the CPU 15, and sends an interrupt signal when a 
predetermined time has elapsed. 

[0018] Figure 3 is a diagram showing the configuration of 
the main apparatus 2 0 according to the first (and second) 
embodiment. The IC card 10 shown in Figure 1 is inserted 
into this main apparatus 20. The IC card 10 is inserted into 
a card inserting part 21. The card inserting part 21 
includes an I/F part 22 for interfacing with the IC card 10. 
By executing a program stored in a memory 24, a CPU 23 
controls data transfers to and from the IC card 10 and, if 
needed, data transfers to and from an external device (such 
as a host computer) not shown. The memory 24 stores various 
kinds of data that the main apparatus 20 uses, as well as 
programs describing flowchart procedures hereinafter 
described and other software processing of the main apparatus 
20. In the example shown here, the card inserting part 21, 
the CPU 23, and the memory 24 are provided within the same 
apparatus, but alternatively, these may be provided at 
separate locations and interconnected via communication lines 
or the like. 

[0019] Figures 4 and 5 show a processing flowchart for the 
IC card according to the first embodiment. The process shown 
here is initiated when power is turned on to the IC card. 
[0020] in step SI, it is checked whether any input has been 
made to the pattern detector 2 within a predetermined time 
after turning the power on. This processing is performed. 
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for example, to check whether the output of the pattern 
detector 2 has changed or not. When an input has been made 
to the pattern detector 2, the process proceeds to step S2 by 
determining that the user has pressed the tip portion of his 
predesignated finger (the portion where the fingerprint is 
formed) onto the pattern detector 2; on the other hand, when 
there is no input, the power of the IC card is turned off in 
step S8. 

[0021] In step S2, the fingerprint pattern is detected. 
That is, the output of the pattern detector 2 is captured- 
The detected fingerprint pattern is stored, for example, into 
a designated area in the memory 13. In step S3, it is 
determined whether the fingerprint pattern has been properly 
detected. That is, the fingerprint pattern cannot be 
reproduced, for example, if the user's finger has not been 
held fixed on the pattern detector 2 for more than a certain 
length of time or has not been pressed firmly enough to 
produce a sufficient contact area; therefore, a decision is 
made in this step as to whether the fingerprint pattern has 
been properly detected or not. If the fingerprint pattern 
has been properly detected, the process proceeds to step S4, 
but if it has not been detected, the process returns to step 
SI. 

[0022] In step S4, the fingerprint pattern detected by the 
pattern detector 2 is compared against the fingerprint 
pattern stored in the fingerprint pattern storing part 12. 
This processing involves, for example, converting the degree 
of similarity between the two fingerprint patterns into a 
numerical value. 

[0023] In step S5, whether the patterns match or do not 
match is determined by checlcing whether or not the value 
representing the degree of similarity obtained in step S4 is 
greater than a predetermined threshold value. If the two 
fingerprint patterns match, an OK signal is output in step 
S6. This processing is accomplished, for example, by 
changing from "L" level to "H" level a predetermined one of 
the terminals contacting the l/F part 22 of the main 
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apparatus 2 0 into which the IC card has been inserted. In 
step S7, the timer 18 is activated. 

[0024] In steps Sll and S12^ it is checked whether or not a 
use permit signal has been received. As will be described 
later, the use permit signal is a signal generated by the 
main apparatus 20 shown in Figure 4, and is output from the 
main apparatus 20 when a decision is made by the main 
apparatus 2 0 to permit the processing to be performed based 
on the IC card inserted therein. Here, when the use permit 
signal has been received before the expiration of the time 
preset by the timer 18, processing for transferring data to 
and from the main apparatus 2 0 is performed in steps S16 and 
S17. This processing continues as long as the IC card 
remains connected to the main apparatus 20. 
[0025] When the IC card is disconnected from the main 
apparatus 20, for example, by ejecting the IC card out of the 
main apparatus 20, the process proceeds to step S13 to reset 
the OK signal. That is, the transmission of the OK signal is 
stopped. Next, in step SI 4, the fingerprint pattern detected 
in step S2 by the pattern detector 2 is cleared. Finally, in 
step S15, the power of the IC card is turned off. 
[0026] On the other hand, if, in steps Sll and S12, the use 
permit signal has not been received before the expiration of 
the time preset by the timer 18, that is, if the timer 18 has 
timed out, the process proceeds to step S13 by skipping steps 
S16 and 17. That is, if the permit signal from the main 
apparatus 20 has not been received, the IC card cannot 
transmit or receive data to or from the main apparatus 20. 
[0027] If, in step 85, it is determined that the fingerprint 
pattern detected by the pattern detector 2 does not match the 
fingerprint pattern stored in the fingerprint pattern storing 
part 12, the process jumps to step S14 without outputting the 
OK signal, and power is turned off after clearing the 
detected fingerprint pattern. 

[0028] Figure 6 is a processing flowchart for the main 
apparatus according to the first embodiment. The process 
shown here is initiated when the IC card 10 is inserted. In 
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steps S21 and S22, it is checked whether an OK signal has 
been received from the IC card 10 within a predetermined time 
after the insertion of the IC card 10. As previously 
described, the OK signal is output from the IC card 10 when 
the fingerprint pattern detected by the pattern detector 2 
matches the fingerprint pattern stored in the fingerprint 
pattern storing part 12. If the OK signal has been received, 
the process proceeds to step S2 3; on the other hand, if the 
OK signal has not been received, the inserted IC card 10 is 
ejected in step S25. 

[0029] In step S23, a use permit signal is sent to the IC 
card 10. The use permit signal is a signal that is monitored 
in steps Sll and S12 in Figure 5; when this signal is 
received, the IC card 10 is enabled to transfer data to and 
from the main apparatus. In step S24, processing is 
performed to transfer data to and from the IC card 10. Here, 
since the OK signal earlier received is information that 
indicates whether the person whose fingerprint has been read 
by the IC card is the authorized user (holder) of the IC 
card, information identifying the user of the IC card is 
received in step S24. Accordingly, in such cases as where 
the information identifying the user of the IC card is not 
legally registered, the processing based on the IC card may 
not be permitted even when the OK signal has been received. 
Further, if there is a need to transfer data to and from a 
host computer or the like not shown when the main apparatus 
performs data transfer to and from the IC card 10, the 
processing is performed concurrently with the processing of 
step S24. 

[0030] As described above, in the first embodiment, the IC 
card makes a decision by itself as to whether the person 
trying to use the IC card is the authorized user or not, and 
notifies the main apparatus of the result of the decision. 
If any person other than the authorized user . is trying to use 
the IC card (unauthorized use), the main apparatus prohibits 
the processing to be performed based on the IC card. 
Embodiment 2 
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The configuration of the second embodiment is 
substantially the same as that of the first embodiment, the 
only difference being the inclusion of a mechanism that 
requests a password from the user when it is not possible to 
clearly determine whether the fingerprint patterns match or 
not. The IC card and the main apparatus in the second 
embodiment are identical in configuration to those in the 
first embodiment shown in Figures 2 and 3, respectively. 
[0031] Despite recent advances in image recognition 
technology, the accuracy of pattern matching is generally not 
100 percent. The accuracy will drop further when the 
capability of the processor is low or in a situation where 
the processing has to be done in a short time. Accordingly, 
it is realistic to determine whether the person trying to use 
the IC card is the authorized user or not, by checking 
whether or not the numerical value representing the degree of 
fingerprint pattern similarity is greater than the 
predetermined threshold value as described in the first 
embodiment. However, it is difficult to set the threshold 
value; if the match/nonmatch criterion is loosened, it will 
run the risk of being unable to reject unauthorized use, and 
conversely, if the criterion is tightened, there can occur 
cases where, even when the authorized user is accessing, the 
access may not be granted. 

[0032] In view of this, in the second embodiment, the IC 
card evaluates the degree of fingerprint pattern similarity 
using a plurality of levels so that a more accurate 
determination can be made when determining whether the 
processing based on the IC card should be permitted or not. 
More specifically, the degree of fingerprint pattern 
similarity is evaluated using three levels, "very high", 
"relatively high", and "low", and when the evaluation 
"similarity very high" is received, the main apparatus 
permits the processing at once, but when the evaluation 
"similarity relatively high" is received, the main apparatus 
requests the user to enter a password. 

[0033] Figure 7 is a processing flowchart for the IC card 
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according to the second embodiment. The process shown here, 
as in the first embodiment, is initiated when power is turned 
on to the IC card. In Figure 7, the comparing step (step 
S7), the timer activating step (step S7), the clearing step 
(step S14), and the power off step (step S15) are the same as 
those in the first embodiment. 

[0034] In step S31, the fingerprint pattern is detected by 
the pattern detector 2. This processing is the same as that 
performed in steps SI to S3 and S8 in the first embodiment. 
Next, in step S4, the fingerprint pattern detected by the 
pattern detector 2 is compared against the fingerprint 
pattern stored in the fingerprint pattern storing part 12, 
and the degree of similarity between them is converted into a 
numerical value. 

[0035] In step S32, it is checked whether the degree of 
similarity obtained in step S4 is "very high" or not. If the 
degree of similarity is very high, an OKI signal is output in 
step S33; otherwise, the process proceeds to step S34. In 
step S34, it is checked whether the degree of similarity 
obtained in step S4 is "relatively high" or not. If the 
degree of similarity is relatively high, an 0K2 signal is 
output in step S35. When the OKI or OK2 signal is output, 
the timer 18 is activated in step S7. 

[0036] Step S36 performs the processing for monitoring for 
the use permit signal and the processing for transferring 
data to and from the main apparatus when the use permit 
signal is received. The details of the processing are the 
same as those of the processing performed in steps Sll, S12, 
S16, and S17 in the first embodiment. In step S37, the OKI 
or 0K2 signal is reset. That is, the output of the OKI or 
0K2 signal is stopped. The processing for resetting these 
signals is performed when the timer 18 has timed out or when 
the use permit signal is received from the main apparatus. 
After that, in steps 814 and S15, the pattern detected by the 
pattern detector 2 is cleared, and the power of the IC card 
is turned off. 

[0037] On the other hand, if it is determined that the 
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degree of similarity obtained in step S4 is low (step S32: 
No, and step S34: No), then it is determined that a person 
other than the authorized user is trying to use the IC card, 
and the process jumps to step S14 without outputting the OKI 
signal or the 0K2 signal. 

[0038] Figure 8 is a processing flowchart for the main 
apparatus according to the second embodiment. The process 
shown here, as in the first embodiment, is initiated when the 
IC card is inserted. 

[0039] Steps S41 to S43 are steps for monitoring whether the 
OKI signal or the 0K2 signal is received from the inserted IC 
card within a predetermined time. When the OKI signal is 
received, that is, when it is notified that the degree of 
similarity between the two fingerprint patterns compared in 
the IC card is very high, the use permit signal is sent out 
in step S23 by determining that the person trying to use the 
IC card is the authorized user. Then, in step S24, the 
processing for transferring data to and from the IC card is 
performed. These steps S23 and S2 4 are the same as the 
corresponding steps in the first embodiment. 

[0040] When the 0K2 signal is received, that is, when it is 
notified that the degree of similarity between the** two 
fingerprint patterns compared in the IC card is relatively 
high, it is highly lilcely that the person trying to use the 
IC card is the authorized user, but there is the possibility 
that the person may not be the authorized user; therefore, a 
password is requested in step S44. Next, in step S45, 
information identifying the inserted IC card is read from the 
IC card, and the preregistered password that matches the 
identifying information is extracted. Then, the password 
that the card user entered in response to the above request 
is compared with the preregistered password. In step S46, 
the result of the comparison in step S45 is checlced, and if 
the passv/ords match, the process proceeds to step S23 to 
perform the processing for transmitting the use permit signal 
and the processing for transferring data to and from the IC 
card; on the other hand, if they do not match, the process 
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proceeds to step S25 by skipping the above processing, 
[0041] If neither the OKI signal nor the 0K2 signal has been 
received within the predetermined time, it is determined that 
the person trying to use the IC card is not the authorized 
user, and the IC card is ejected without sending the use 
permit signal • 

[0042] As described above, in the second embodiment, a 
mechanism has been incorporated that requests a password from 
the user when, from the result of the comparison of the 
fingerprint patterns alone, it is not possible to determine 
whether the person trying to use the IC card is the 
authorized user or not. This reliably rejects unauthorized 
users who do not know the correct password, while avoiding 
the situation where the authorized user becomes unable to use 
the IC card. Furthermore, since the password is used in 
combination with the fingerprint, even when the accuracy of 
fingerprint pattern matching is not very high, it can be 
determined whether the person trying to use the IC card is 
the authorized user or not* Accordingly, the capability of 
the CPU provided within the IC card need not be very high, 
and this serves to suppress the increase in the cost of the 
IC card itself. 
Embodiment 3 

The third embodiment concerns a configuration in which 
the processing for fingerprint pattern matching is performed 
in the main apparatus in which the IC card is inserted. 
[0043] Figure 9 is a diagram showing the configuration of 
the IC card according to the third embodiment. The 
configuration of the IC card in the third embodiment is 
basically the same as that in the first or second embodiment, 
but the comparing part 16 is not included because the 
fingerprint pattern matching is not performed here. 
[0044] Figure 10 is a diagram showing the configuration of 
the main apparatus according to the third embodiment. The 
configuration of the main apparatus in the third embodiment 
is basically the same as that in the first or second 
embodiment, except that the main apparatus here performs the 



12 



fingerprint pattern matching • For this purpose, the CPU 31 
includes a comparing part 31 which is one of the functions 
implemented by executing the program stored in the memory 24. 
[0045] Figure 11 is a processing flowchart for the IC card 
according to the third embodiment. The process shown here, 
as in the first or second embodiment, is initiated when power 
is turned on to the IC card. 

[0046] In step S51, the fingerprint pattern is detected by 
the pattern detector 2. This processing is the same as that 
performed in steps SI to S3 and S8 in the first embodiment. 
Next, in step S52, the timer 18 is activated. 
[0047] In steps S53 to S55, it is checked whether or not a 
fingerprint transmit request has been received from the main 
apparatus in which the IC card is inserted, and whether or 
not a use permit signal has been received from the main 
apparatus before the expiration of the timer 18. When the 
fingerprint transmit request is received from the main 
apparatus, the fingerprint pattern stored in the fingerprint 
pattern storing part 12 and the fingerprint pattern detected 
by the pattern detector 2 are transmitted in step S56 to the 
main apparatus. When the use permit signal is received, 
processing for transferring data to and from the main 
apparatus is performed in steps 557 and 558. This processing 
continues as long as the IC card remains connected to the 
main apparatus. 

[0048] If the timer 18 has timed out before the use permit 
signal is received from the main apparatus, or if the IC card 
is disconnected from the main apparatus, the pattern detected 
by the pattern detector 2 is cleared in step S59, and the 
power of the IC card is turned off in step S60. 
[0049] As described above, the IC card of the third 
embodiment transmits the prestored fingerprint pattern and 
the detected fingerprint pattern in response to the request 
received from the main apparatus- Based on these fingerprint 
patterns, the main apparatus malces a decision as to whether 
the use should be permitted or not. Only when the use permit 
is given from the main apparatus, can the IC card initiate 
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data transfer to and from the main apparatus. 
[0050] Figure 12 is a processing flowchart for the main 
apparatus according to the third embodiment. The process 
shown here, as in the first or second embodiment, is 
initiated when the IC card is inserted. 
[0051] In steps S61 to S63, a request is made to the 
inserted IC card to output the fingerprint patterns, and it 
is checked whether the fingerprint patterns can be received 
within a predetermined time in response to the request. When 
the fingerprint patterns have been received from the IC card, 
the process proceeds to step S64; otherwise, the process 
proceeds to step S68 where the IC card is ejected. 
[0052] In step S64, the two fingerprint patterns received 
from the IC card, that is, the fingerprint pattern stored in 
the fingerprint pattern storing part 12 and the fingerprint 
pattern detected by the pattern detector 2, are compared with 
each other. This processing is, for example, the same as 
that performed in step S4 in Figure 4, and involves 
converting the degree of similarity between them into a 
numerical value. In step S65, by referring to the result of 
the comparison in step S64, a decision is made as to whether 
or not the two fingerprints match. If they match, the use 
permit signal is sent to the IC card in step S66, and data 
transfer to and from the IC card is performed in step S67. 
On the other hand, if the two fingerprints do not match, the 
process skips steps S66 and S67 and proceeds to step S68 
where the IC card is ejected. 

[0053] AS described above, the main apparatus of the third 
embodiment receives the prestored fingerprint pattern and the 
detected fingerprint pattern from the IC card inserted 
therein, and gives the use permit to the IC card only when 
the fingerprint patterns match. 

[0054] In the third embodiment also, the fingerprint pattern 
matching m.ay be comi>ined with password authentication as in 
the foregoing second embodiment. In the third embodiment, as 
the fingerprint pattern matching is not performed in the IC 
card, as described above, the CPU provided within the IC card 
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need not have high performance. This contributes to reducing 
the manufacturing cost of the IC card. 

[0055] The first to third embodiments described above have 
each shown the configuration in which the fingerprint pattern 
of a single user is prestored in each IC card, but it will be 
appreciated that the present invention is not limited to this 
particular configuration. For example , provisions may be 
made so that the same IC card can be shared among family 
members or among a particular group of people. In that case, 
the fingerprint patterns of a plurality of persons are 
preregistered in the IC card, and the detected fingerprint 
pattern is compared against the plurality of preregistered 
fingerprint patterns . 
[0056] 

[Advantageous Effect of the Invention] High security is 
achieved because the decision as to whether the person trying 
to use the IC card is the authorized user or not is made 
based on fingerprint patterns. At this time, the card user 
need not memorize the password or the like as in the prior 
art system, and there is therefore no rislc of lealcage of the 
password, etc. Furthermore, the IC card can be used by 
simple operation. 
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